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Abstract inal complete data. Well-designed statistical disclo$iure
itation methods require the ability to reverse disclosuice p

The goal of statistical disclosure limitation is to develop tection mechanism, not for individual identification, bat f
methods and tools that while preserving confidentiality can inferences about parameters in statistical models (&egi-li
provide access to useful statistical data, not just a fewnum hood function for disclosure procedure). Data utility i th
bers. In this paper we consider releases from contingencytables of counts is typically tied to usefulness of marginal
tables in the form of marginal counts and observed condi- totals especially in connection with log-linear models.
tional frequencies. We link data utility to log-linear mdsle The risk of identity disclosure in a table of counts is usu-
and evaluation of disclosure risk to bounds on cell entries gy associated with small cell values. Small counts such
in the table. We illustrate some of the selected ideas fromag “1” 2" and potentially “3” allow an intruder to match

[8, 18, 17, 12] with2* example. characteristics in table with other databases and learn con
fidential information. But if we report selected margins
and/or conditional probability values from a multi-way ta-

1 Introduction ble with such small values, can that information be used to
infer values in the cells of the full table?

Historically, government agencies and social science and N this paper, we explore the questions: (1) What data are
public health researchers have collected observatiomal an releasable from a table with small counts that will not raise
experimental information from respondents at the individ- confidentiality concerns?, and (2) Will the released data be
ual level (microdata). Yet, often these agencies and re-useful for statistical inference? Slavkovic [17] desciske-
searchers have reported the results in the form of marginafral complete and incomplete characterizations of prébabi
cross-classification tables of counts by aggregating afer d ity distributions for two-way and-way contingency tables
ferent categories, or as tables with proportions or percent USing marginals, conditionals, and odds ratios, and tech-
ages adding to one for a key explanatory variable. In a ta-hical tools from algebraic geometry, probability, dirette
ble of counts, a cell entry is a non-negative integer value acyclic graphs, and log-linear models. Complete specifi-
representing the number of individuals sharing the same at-cations are associated with unique identification of the ful
tribute. In tables of rates, i.e., conditional observedtien- joint distribution, i.e., full disclosure. The partial spkca-
cies, a cell entry is a non-negative rational number betweentions involve dropping of components from complete spec-
zero and one representing a proportion of individuals who ifications. Here there is more than one joint distribution or
share an attribute with respect to the marginal count. Thetables of counts. Tools from algebraic geometry help de-
latter has been a standard form of reporting results of sam-Scribe the space of solutions. Upper and lower bounds on
ple surveys, typically in the form of two-way and three-way cell entries are calculated via linear and integer program-
tables. ming. Statistical underpinnings for partial specificaiaf-

The goal of statistical disclosure limitation is to develop fer insights for developing methodology for disclosure-lim
methods and tools that while preserving confidentiality can tation.
provide access to useful statistical data, not just a few-num  The above mentioned ideas and concepts from statistical
bers. Sufficient information should be available such that disclosure limitation are relevant for computer securgy a
multivariate inferences should be the same as if we had orig-well. The usual notions of privacy preserving data-mining



typically do not allow users to do proper statistical analy-  Margins are a linear map of the original cell counts
ses on information stored in various databases. A part ofor cell probabilities. Conditional probability values aae
the longer-term model of privacy preserving data-mining linear-fractional map of the cell values. Aryway table
should be to have some parts of databases be more broadlyatisfying a set of compatible marginals and/or conditi®ona
accessible, and thus increase the data utility component ins a point in a convex polytope defined by a system of linear
the computer security framework. Complete and incom- equations induced by released conditionals and marginals.
plete specifications are relevant for distributed database Certain sets of conditionals and marginals are sufficient to
where each component is available on a different machineuniquely determine the original table. Slavkovic and Fien-
or system; this may include having different information berg [18, 17] gives technical details of possible complete
on the same individual spread across different databasespecifications. This work builds on and extends the unique-
as well. The question then is whether the combination of ness theorem described by [14, 3].
pieces of information from different sites, machines or sys When the table does not satisfy the uniqueness theorem,
tems compromises the confidentiality of individual infor- there is more than one possible realization of the jointidist
mation. bution for X; i.e., there is more than one table that satisfies
In this paper we illustrate selected ideas from [8, 11, 18, constraints imposed by conditionals and marginals. Given
17, 12] with a special emphasis on using conditionals in a set of margins only, [9, 8, 7] used undirected graphical
place of selected marginals using@aexample. In the next  representation of log-linear models as a framework to com-
section, we introduce a notation and give a brief overview of pute bounds on cell entries as input to assessing disclosure
log-linear models. In Section 3, we present data from [15] risk. Slavkovic and Fienberg [18, 17] extend this work by
and describe potential confidentiality concerns. This draw describing incomplete specification of the joint and calcu-
on the discussion in [12] and extends it with extra technical lation of bounds given an arbitrary collection of marginals
details. We use this example to illustrate how our results and conditionals. They also discuss some inadequacies in
relate to log-linear model analysis and discuss some impli- treating conditional constraints via linear programming.

cations for statistical disclosure limitation. We alsoetfli Log-linear models are classical statistical tools for mod-
discuss the relevance of this work to data-mining associa-eling multivariate discrete data. Log-linear model theory
tion rules. explains how to do the estimation and how to assess the fit

of the models to the data in a multi-way table [11]. Every
2 Contingency Tables and Log-Linear Mod- major statistical package either includes specific program
for carrying out the calculations or has a generalized linea
els :
model program that can be used for this purpose.
We present here a symmetric parameterizations of log-
linear expansion adopted by [4] and others by analogy with
analysis of variance (ANOVA) models:

log f(z) = ) ua(w)
wherez = (x4, ...,x). EachX; is defined on a finite set ACK

of integers|d;] = {1,2,...,d;},d; > 1,4 = 1,..., K, with whered C K = {1, ..., k} andu’s satisfy:
D = [d1] x ... x [di]. The data can be represented as counts )

in ak-way contingency tablel; x ds x - - - x d,. Defined in 1. up(z) is a constant;

this way, a table of counts is a point in a simplex of dimen-
sion equal td — 1, i.e., the number of celisl. The values

of X, are lattice points in the convex polytope. Parameter 3. If i € Aandz; = 0, thenu,(x) = 0.

sets lie in a related simplex. This sets up a link between ) )

contingency tables and algebraic geometry and allows us to  SUPPOse for a four-dimensional tablex J x K x L

use tools from algebraic geometry to describe the space ofNdX :h (X;]’ X2, X3,fX4)htha_t the tOt"I’}l of the courr:ts is
tables all satisfying some constraints or a model. N and that the count for the, j, k. 1) cell is ;.. When
Consider disjoint subsetd and B of K = {1, ..., k}. the cell frequencies are added over a particular variatde, w

replace the subscript for that variable by a “+”. For exam-
ple,z;;4; is a cell in a marginal table 4, = (x1,z4). The
simplest model for a four dimensional table corresponds to
the complete independence of all four variables:

Let X = (X1, Xo,..., X)) be a discrete random vector
with probability function

p(x)=P(X =2)=P(X1 =21,..., X = x1)

2. ForeveryA C K, ua(x) is only a function ofz 4;

The marginal tableX 4 with probabilities is defined as
p(xa) = X\ ap(zk), Or equivalentlyry = (z; : j €
A). For example, ifA = {1,4}, thenazy = (z1,24). We
define a conditional tabl& 4|z with conditional probabil-

ity values as a multi-conditional arrayz 4|z p) = %

(e.g., Table 6) 1ngijkl = Ug + Ul(’L) —+ UQ(]) —+ Ud(k‘) —+ U4(l>,



with the usual ANOVA-like constraints: R{1 2 3

C s T
STui(i) = ua(i) =D us(k) = > ua(l) =0 1 1 1|3 20 5
i j k l 1 1 2|11 14 8
. . . 1 2 1|3 14 12
The log-linear model can be described by the highest or- 1 2 2l6 13 s
der u-terms (or model generators). In the abbreviated no- 2 1 1]12 12 0
tation, we refer to the model of complete independence as > 1 2111 10 o0
[L112][3]{4]. > 2 113 9 4
More complex models are need to represent depen- 2 2 2/ 9 3

dence between 4 variables, and they may include two-
factor and higher-order interaction terms. For 4 vari- Table 1. Results of clinical trial for the effec-
ables there aré;) =6 possible sets of two-factor terms tiveness of an ana]gesic drug_ Source: Koch
such as{ui2(i,j)}, (3)=4 possible sets of three-factor et al. (1983).
terms such agui23(3,7,k)}, and one four-factor term
{u1234(7, 7, k,1)}. All models are are special cases of the
the general (saturated) log-linear model [1234] which im-
poses no restrictions on cell values and includes all plessib 4
lower-orderu-terms. If we include a term that corresponds 3 2 Example
to a margin in the model, then a log-linear model is effec-
tively equal to a model holding that margin fixed.

To check the goodness-of-fit of a model we can use the
likelihood ratio test based on the deviance statistic:

In Table 1, we present data from Koch et al. (1983) on
the results of a clinical trial on the effectiveness of anlana
gesic drug for patients of two different statuses and from
AG? = 2(isas — Inr) two different centers. Here, the example draws on the dis-

cussion in [12] and extends it with extra technical details.

wherel.., is the log-likelihood of the saturated model eval- FOr shorthand, denote Status as [S], Center as [C], Treat-

uated at the maximum likelihood estimates (MLE), dpd ~ Ment as [T] with Active=1 and Placebo=2, and Response
is the log-likelihood of the model M evaluated at its own [R] with Poor=1, Moderate=2, Excellent=3. Given that in-

MLE. The statisticAG? has an approximatg? distribu- dividuals in the clinical trial form a “population”, confide
tion with degrees of freedom equal to the difference in the tility questions will focus on the potential harm assceiat
degrees of freedom between the two models. with the release of information on the four cells with counts

A key theoretical result is that the “minimal sufficient ©f "3 in the table, corresponding to two sets of three indi-

statistics” or “data summaries needed for efficient estima- viduals in ‘Center 1', and two sets of three individuals in

tion” associated with a log-linear model corresponded to ‘Center 2" The following analytical question is of intetes
What is the effect of the treatment on the response, control-

the highest order terms or interactions in the model, e.g., al, tor the oth i~bles? ficall
two-may margin corresponds to a first-order interaction for "9 for the other two variables? More specifically, we are

the corresponding variables, and a three-way margin Corre_mterested in answering: What data can we releas_e from this
sponds to a 2nd-order interaction. The ideas on log-lineart@Ple that would allow an analyst to make proper inferences
models make it clear, however, that an analyst had to use théP0ut the substantive question of interest, without fuity d
information in all of the minimal sufficient statistics situ ~ ¢10Sing the four cells containing counts of 3.
taneously for estimation purposes and not simply proceed In particular, the analyst needs the margins to go with a
piecemea| by looking at the association margin by margin “good" Iog-Iinear model that fits the data well. To check on
(e.g., see [4, 2]). Otherwise one might mistakenly infer de- the model fit we need more data than the minimal sufficient
pendencies among variables that in effect are explained bystatistics for the model itself, i.e., more margins or astea
other dependenciesl or even get a reversal of the “Sign" assome of higher dimension. This more elaborate data release
sociated with the association, as in the phenomenon knowrihat corresponds to a more complex log-linear model and
as Simpson’s or Yule’s paradox. we can then compare the expected values under the simpler
The confluence of log-linear model theory and the desire model with those under the more complex one.
to report marginals means that a statistical agency or the We first illustrate analysis and evaluation of disclosure
researchers carrying out a clinical trial or epidemiolagjic risk where “partial data releases” are marginal tables of
investigation could possibly share partial informatioria counts. Then in Section 3.2 we consider extension of these
form of marginals with users (researchers) and still piotec partial data releases that include tables of conditiorahpr
the confidentiality of the data in a multi-way table. ability values corresponding to selected marginals.



3.1 Release of Margins Poor 2 3

[0,28] [0,28] [0,28]
[0,33] [0,33] [0,33]
[0,29] [0,29] [0,29]
[0,24] [0,24] [0,24]
[0,24] [0,24] [0,24]
[0,21] [0,21] [0,21]
[0,16] [0,16] [0,16]
[0,18] [0,18] [0,18]

For the datain Table 1, because this is a randomized clin-
ical trial we need to include the margin for the three ex-
planatory variables, i.e., Center by Status by Treatment—
we use the notation [CST] as a shorthand for this three-way
margin. And virtually all model search procedures would
narrow the focus to the two models:

NFPNRPNRNRHAD

NNMNNNERPRPREPRRPO
NNEFEFRFRPNNPRRW

1. [CST][CSR],

2. [CSTICSRI[TR]. Table 2. Upper and lower bounds for cell en-

both of which fit the data well. Model 1 is a special case tries in Table 1 given the [CST] and [R] mar-
of model 2 and the likelihood ratio test for the difference gins.
between them takes the valugs? = 5.4 with 2 degrees
of freedom, a value that is not significant at the 0.10 level
when compared with a chi-squared distribution. Thus one
might reasonably conclude that the effect of the treatment
on the response is explained through the interactive effect
of Center and Status. A key point for the present purposes
is that we need three sets of marginal totals to make this
inference: [CST], [CSR], and [TR].
Foran/ x J table with table entries;;, given row mar-
ginsz;; and column margins, ;, the bounds have the fol-
lowing form:

1 2 3

[0,14] [L1,28] [0,13]
[0,14] [6,33] [0,13]
0,9 [3.27] [1,17]
[0,9 [0,24] [0,16]
[2,21] [3,22] [0,0]
[2,21] [0,19] [0,0]
[0,9] [0,16] [0,7]
0,9 [218 [0,7]

NNNNRRRERO
NNEFRPRFRPNNRERRPW
NRNRNRNDRHD

min{x;4, x4} > ®i; > max{0, ;4 + 24, — 244} (1)

First we treat the data in Table 1 as if they come from  Table 3. Upper and lower bounds for entries
an8 x 3 table and compute the Fréchet bounds, given in i Table 1 given the [CST] , [CSR], and [TR]
Table 2. There are 6,718,227,637,086,252 tables with the margins.
same sets of marginal totals and across all of them these
are the maximum and minimum values for each of the cell
counts. We note that all of the lower bounds in this exam-
ple are 0 even though this need not be the case in generain equations (2) and (3). For other cases various numer-
Since the uppers bounds are far from the lower bounds andcal procedures can produce bounds example by example.
since these bounds correspond to an extremely large collecf, 8, 7, 11] give many of the details.
tion of tables, an intruder cannot use them to make strong  If a cell count is small and the upper bound is close to the
inferences about potentially small cell entries. lower bound, the intruder knows with a high degree of cer-
The rows of Table 1 correspond to three variables andtainty that there is only a small number of individuals pos-
thus we have computed the bounds for a four-way table sessing the characteristics corresponding to the cells Thi
given the margins [CST] and [R]. The Fréchet bounds thenmay pose a risk of disclosure of the identity of these indi-

for x;;11 cells are bounded below by, viduals.
For the data in Table 1, we observed earlier that the
wijet 2 Max{0, Tijiy + T4 = Thiit ) (2) four cell entries of “3" pose potential disclosure risk and

we would like to protect them by releasing only subsets
of the data in the form of marginal totals. We have ex-

Min{Zijht, Tygp1} > Tighi- (3) plored the possible bounds associated with the release of

the [CST] margin and all other possible sets of margins. Ta-

Over the past decade, these bounds and the ideas oble 3 contains the bounds for the sets of margins needed
bounds have been extended to multi-way tables given twoto fit and compare the two log-linear models of analyti-
or more, possibly overlapping margins, and not surprigingl cal interest, [CST][CSR] and [CST][CSR][TR] and how we
these extensions are linked to the theory of log-linear mod- clearly see several cells with positive lower bounds. As be-
els. Many special cases have explicit formulas like those fore, all of the upper bounds are reasonably far from the

and above by,



R[ 1 2 3 R[ 1 2 3
cC s T cC s T

1 1 1][013] [10,23] [5.,5] 1 1 1| [0,6] [9.28] [0,13]
1 1 2|[1,14] [11,24] [8,8] 1 1 2|[814] [6.25] [0,13]
1 2 1| [06] [7.20] [9,16] 1 2 1| [06] [625] [4,17]
1 2 2| [39] [7.20] [18] 1 2 2| [39 [221] [0,13]
2 1 1|[215] [9,22] [0,0] 2 1 1|([615] [9,18] [0,0]
2 1 2|[821] [0,13] [0,0] 2 1 2|[817] [413] [0,0]
2 2 1| [06] [3.16] [0,7] 2 2 1][09 [312] [4.4]
2 2 2| [39] [215] [0,7] 2 2 2|[09 [615] [3.3]

Table 4. Upper and lower bounds for entries
in Table 1 given the [CST], [CSR], and [STR]
margins.

Table 5. Upper and lower bounds for cell en-
tries in Table 1 given the [CST], [CSR], and
[CTR] margins.

lower bounds except for the (2,1,2,3) cell where the upper R 1 2 3
and lower bounds are now 0, and perhaps the (2,2,1,3) and cC s T
(2,2,2,3) cells where the bounds are [0,7] in both tables. If 1 1 1/0107 0.714 0-17(::
we released the [CST], [CSR], and [TR] margins an intruder 1 1 210333 0424 0.242
would be far from certain what entries belonged in the 4 1 2 10103 0483 0.414
cells that actually contain the value 3. 1 2 210250 0542 0.208
While itis true that releasing the [CST], [CSR], and [TR] 2 1 1]0500 0500 0
margins allows others to carry out the likelihood ratio test 2 1 210524 0476 0
assess the effect of the treatment on the response (c.J, [11] 2 2 1)0188 0.563 0255
releasing even more information would be desirable. There 2 2 2]0333 0500 0.16

are two additional three-way margins to consider: [CTR]
and [STR]. If we also release [STR], then we get the bounds
in Table 4, which show that the (1,1,1,3) cell which contains
a count of 5 and the (1,1,2,3) cell which contains a count of
8 are identified with certainty. If instead we add the three-
way margin [CTR], from Table 5 we see that the count of

4in the (2’.2’1’3) ce_II and th? count of 3 in the (2,2,2,3) are the question of treatment effect by using the empirical con-
revealed with certainty. So it may be possible to releas_e Aditional probability values from a full conditional digbri-

bit more information in the form of the the [STR] margin tion of R given C, S, and T — we use the notationQsT]

but the release of [CTR] is potentially problematic. to represent this information (see Table 6). For exampée, th
observed conditional probability value in the (1,1,1,1) ce
is 2 = 0.107. If we also have the margin [CST], we can
clearly reconstruct the full four-way table! Given|BST]

The idea of partial releases in the form of sets of mar- there are 7,703,002 tables all having the same conditional
gins can be extended to other types of data summaries sucprobability values [RCST]. The number of tables is cal-
as marginal tables of rates, that is conditional or relative culated by using tools from algebraic geometry and LattE
observed frequencies for a margin. Until recently nothing software [6]. Linear programming relaxation bounds are
was known, however, about the effect of their release ongiven in Table 7. The bounds seem wide enough for the
confidentiality. Furthermore, releasing of conditionad-di  small cell counts that the agency might be tempted to con-
tributions for higher-dimensional contingency tablesldou clude that it is safe to release this information. The small-
be useful for researchers interested in assessing causal irest bound of [1, 17.03] is for the cell count of “3" in the
ference using directed acyclic graphs while still maintain cell (1,1,1,1). It is important to notice that this single re
ing confidentiality. We are currently exploring the theory lease reveals the zero counts in the table unlike the margins
associated with such releases (see [18, 17] ) and illusirate where we need 3 three-way margins to learn the position of
few of the ideas here. zeros. While the disclosure of zero, for this particular ex-

If we return to our example, itis clear that we can explore ample, does not have much impact on an overall confiden-

Table 6. Observed conditional probability val-
ues for [R |CST] from data in Table 1.

3.2 Release of Marginals and Conditionals



R 1 2 3 R 1 2 3
C s T C s T

1 1 1| [1,17.03] [6.67,113.55] [1.67,28.39 1 1 1| [0,14] [0,34] [0,13]
1 1 2|[1.38,51.26] [1.75,65.23] [1,37.28] [1,37.42] [1,92.31] [1,34.68]
1 2 1| [1,16.48] [4.67,76.91] [4, 65.92] 1 1 2| [0,14] [0,34] [0,13]
1 2 2| [1.2,38.61] [2.60,83.66] [1,32.18] [1,37.42] [1,74.73] [1,34.68]
2 1 1][1.10,79.44] [1,72.26] 0 1 2 1| 1[09] [0,27] [1,17]
2 1 2]]1.10,79.48] [1, 72.26] 0 [1,27.84] [0,57.10] [0,53.47]
2 2 1] [1,29.06] [3,87.17] [1,38.74] 1 2 2 [0,9] [0,27] [0,17]
2 2 2| [2,51.89] [3, 77.83] [1,25.94] [1,27.84] [1,85.51] [1,53.48]
2 1 1| [0,23] [0,22] [0,0]

Table 7. Linear programming relaxation [1,32.22] [1,78.36] 0
bounds for cell entries in Table 1 given 2 1 2| [0,23] [0,22] [0,0]

[R|CST] conditional probability values. [1,75.04] [1,11.23] 0
2 2 1 [0,9] [0,18] [0,7]
[1,43.40] [1,87.81] [1,33.54]

2 2 2 [0,9] [2,18] [0,7]
[1,43.40] [1,87.81] [1,33.54]

tiality risk, for larger and sparsérway tables the presence
of a large fraction of zero cells that are identified as such
this may substantially increase the risk by constrainirgg th
nonzero cell values even more.

Suppose we try to relax bounds by releasing slightly
more information via conditionals [RT] and [CRS]. Releas-
ing either [RT] and [CST] is equivalent to releasing [RT]
and [CST]. Next suppose that [CSR] and [TR] are avail-
able and that the researchers also releaggTbelieving .
that the relative frequencies offer more protection than th ample, for the cell (1,1,1,1) is 23.42. For some of the other
three-way marginal [CST]. Itis easy to see that this is equiv C€llS the gap is much wider. This example demonstrates
alent to publishing the [CST], [CSR] and [TR] margins; thatllt would be a mistake to use linear programming in our
from [CSR] we can get the [CS] margin which together S€tiing. N
with [T|CS] gives the [CST] margin. We also get the same In_thls example, the larger space of tables for condmor_n-
bounds by publishing [0$] along with [CSR] and [TR]! als did npt produce larger sharp bounds. Howev.er,.the_d|f-
What is happening in this example is that the release of thef€rénce in the number of tables, can have potential implica-
margin [CSR] allows for the reconstruction of other margins 10NS for estimating dlstrlbutlon§ over th_e space of solui
from their corresponding conditionals. We are beginning to explore this question (e.g., see [17]).

If we release [RT] and [R], we get [RT] because the o ) )
number of levels in [R], three, is greater than in [T] which 3.3 Association Rules and Marginal and Condi-
is two. This result comes from a theorem described in [17]. tional Releases
On the other hand, theoretically, [&S] and [R] will not
uniquely identify [RCS] because the number of levels in A goal of data mining is knowledge and information
[R] is not greater than in [CS] which is four. The number discovery in large, complex databases. Association rules
of tables for [RCS] is 31,081,397,760,000, and fofGR] are type of knowledge discovery method [1]. Af and
is 31,081,579,235,840. As we see in Table 8 the linear pro-B are two disjoint attributes from a datababde then an
gramming relaxation bounds for releasing the conditional association rule is an implication of the forh — B
[R|CS] instead of the margin [RCS] are much wider. For parametrized by two measuresinfidenceindsupport
example, the upper linear programming bound for (1,1,1,1)  More recently in privacy preserving data mining litera-
cell for [R|CS] is 37.42 while for [RCS] is 14. If we re- ture, the problem of sharing the data while concealing some
lied on these bounds, the agency would mistakenly con-association rules, has been addressed ([10, 16, 5]). The
clude that it is safer to release the conditional. However, question is what rules should we hide? Our results offer
after computing the sharp bounds for|@5] we find the ~ some insight as to what association rule(s) should not be
same bounds as for the margin! We believe that the boundgeleased.These insights include an explicit link, which we
coincide because of the small sample size. The gap betweenften find lacking in data-mining literature, between asso-
the linear programming bound and the sharp bound, for ex-ciation rules and some statistical concepts such as jotht an

Table 8. Sharp upper and lower bounds for
cell entries in Table 1 given the [CSR] margin,
and linear programming relaxation bounds
given [R |CS] conditional probability values.



conditional distributions. Here we only briefly describe a to how to evaluate release of association rules. Our results
link between association rules and marginal and conditiona are also relevant to assessing possible inferences adémtru
tables, and refer reader to [11] for more details. can make about confidential categorical data following the
Consider the two subsetsS and R from the joint ta- release of information on one or more association rules. It
ble [CRST]. Equivalently, we can think af'S and R as is important to recognize here that decision not to release
disjoint sets of attributes from a database. The marginalcertain information is also informative; thus the assesgéme
table with probability values [CSR] is an example of the of disclosure risk and of possible inferences should be made

supports = % = P(CS,R), while the table conditional on released association rules and the disdarde

with conditional probability values [RES] is theconfidence ~ O"N€S:

c= % foraruleR — CS. Thus the type of calcu-
lations and analyses described in the previous sectionean bAcknowledgments

applied to association rules as well. The width of the bounds

on the sensitive cells (Table 8) or the knowledge about the  The author would like to thank Prof. Stephen E. Fienberg
space of tables satisfying this association rule, can bé use for his advice and support. The research reported here was
to determine if itis safe to release the rule. The analyses ca supported in part by NSF grant [1S-0131884 to the National
be extended to compatible rules across databases, and helpstitute of Statistical Sciences, while the author wasi t

address the question whether the combination of pieces ofbepartment of Statistics, Carnegie Mellon University.
information from different systems compromises the confi-

dentiality of individual information.
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